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Chapter 1
 Concept of Content

 Security Policy (CSP)
 and its Operation

Mechanism



Concept of Content Security Policy 
(CSP) 
Content Security Policy (CSP) is an additional layer of 

security that helps detect and mitigate certain types of 

cyberattacks, including Cross-Site Scripting (XSS) attacks, 

data injection attacks that steal data, manipulate websites, 

and distribute Malware.

CSP enables server administrators to mitigate the potential 

damage caused by XSS attacks by specifying valid script 



The term “policy” refers to 
a set of policy directives that describe the user’s content 

security policy on the web. Each type of content has its 

own policy directives, including fonts, images, audio and 

video media, and scripts.

response headers called CSP headers, which guide the 

browser to trusted content sources and include a list of 

sources that should be blocked.



There are several categories of CSP directives 
that vary based on usage and content 

attributes, including:



Style-source 

Provides a 
list of valid 
sources for 
inline style 

sheets, 
which are 

responsible 
for the look 

and design of 
web pages.

the allowed 
sources for 
<applet>, 
<embed>, 

and <object> 
elements.

The fallback 
directive 

for all fetch 
directives, 

default list 
of allowed 
sources for 
other fetch 
directives.

This directive 

URLs that 
can be loaded 
using scripts.

Child-source 

This directive 

valid script 
sources 

included in 
the browsing 

context’s 
whitelist for 
iframes and 

web workers.

Fetch directives, which include: 

default
-source 

Connect
-source 

Object
-source 



Document directives, which help control the work 

environment properties (document), including: 

01

02

allowed URLs in the 

document’s base element.

Sandbox: Protects a 

inline script elements.



Navigation directives, which control document 

traversal (navigation) locations, including: 

01

02
Frame-ancestors: Restricts 

the assets that can be 
included in a web page.

URL addresses to which form 
submission is allowed.

01



Reporting directives, which are responsible for 

documenting and reporting violations of the content 

security policy, including: 

01

Report-URI: Directs the user 

agent to report any attempts 
Initiates the process of 

reporting CSP violations.

02



Here are other directives report violations of the 
Content Security Policy (CSP):

upgrade-insecure-
requests

Some websites may 
include insecure, 

old-fashioned 
URLs. This directive 

instructs the 
browser to handle 
those addresses 
and replace them 
with more secure 

HTTPS URLs.

require-trusted-
types-for

This directive 
guides the 

enforcement of 
trusted types 

policy on script 
sources.

trusted-types 

This directive 

trusted values 
that cannot be 
bypassed by 

cyber attackers, 
thus mitigating 

XSS attacks.

require-sri-for
 

This directive 
enforces the use of 

Subresource Integrity 
(SRI) for the style 

attribute and script 
sources on the page.



Operation Mechanism of Content 
Security Policy (CSP)
The Content Security Policy (CSP) works by specifying a 

the policies should be run in report-only mode, allowing 

the browser to evaluate the rules before blocking content. 

Users can review and classify errors in an allowed or 

disallowed list.



When a browser loads a page 
with a Content Security Policy, 

the content and displays an error message. This 

helps prevent attackers from injecting malicious code 

into the page, protecting web users from malicious 

attacks.



The Content Security Policy also 
helps protect the user’s website 

hosting Malware. This can affect the number of visits, 



To implement the Content Security Policy 
(CSP), follow these steps:



Choose a service provider for your 
website.

of each user on their website or application. For that 

purpose, you should create a list of directives policies 

to specify the resources that are allowed or not allowed 

on your website.



54321

Allow only 

or other scripts 
from the same 

source.

Use img-src to 
restrict content 

other than images 

web pages.

Use script-src to 
prevent the loading 
of JavaScript on the 

website.

Use frame-src to 
block the loading 
of iframes on the 

website.

Use default-src to 
allow content only 

from the same 
source, the user’s 
website, and its 

subdomains.

Common CSP directives from service providers 
specializing in web security include: 



Adding a Content Security Policy 
(CSP) to the HTTP response header 
of a website

the server hosting the user’s website before setting up 

To determine the server hosting each user’s website, you 

can log in to their cPanel and check the server information 

interface. cPanel provides a reliable system for managing 

servers and websites.



Setting up CSP using Internet 
Information Services (IIS Manager): 

Microsoft that runs on the Windows operating system. 

internet users and can also be used for hosting, deploying 

and managing web applications.



Setting up CSP using 
Apache: 



Implementing Content Security 
Policy: 
Content Security Policies are enforced through a special 

which includes rules that are later enforced by the browser. 

There are two ways to do this: 

• Adding Content Security Policies for the website via 

meta tags that work across all browsers.

• Setting up those policies for the user’s site using the 

browser versions.



Chapter 2
 How to Enable

 Content Security
 Policy (CSP) and

 the Digital Risks it
Mitigates



Enabling Content Security Policy (CSP)



headers, you can follow the following steps:

04030201
At the bottom, it 

will show whether 
Content Security 
Policies are being 

used or not.

When clicking 

information will 
be displayed, and 

here you start 
searching for the 
200 OK response 

code.

that creates the 
page, which has 

the same domain 
as the website 

you are browsing. 
It is usually the 

“Network” tab.

Using the 
browser, open the 
Developer Tools 
(using DevTools 
in Chrome), then 
navigate to the 

website you 
choose and open 

the “Network” tab.



Content Security Policy (CSP) is 
in the “meta” tag:
1. Navigate to the page source and open the browser and 

select the website.

2. Right-click on an empty area and select “View Page 

Source.”

3. Once the page source is displayed, search for the term 

“Content Security Policy” using the system’s search 

function (Ctrl-F in Windows).



Csper Reporting 
Tool: It monitors 

the Content 
Security Policy 

using the 
URI reporting 

feature.

CSP Evaluator: 
It evaluates 
the current 

Content 
Security 
Policies.

CSP Generator 
(Chrome/Firefox 

Extension): It 
automatically 

generates 
Content Security 

Policies.

CSP Tester 
(Browser 

Extension): It 
allows building 

and testing 
the CSP for the 
user’s website 

application.

w3af Audit 
Tools: It includes 

an additional 
component for 
automatically 
auditing web 
applications 

to ensure the 
activation of 

Content Security 
Policies (CSP).

Free Tools to Help Create, Evaluate, and Monitor 

Content Security Policy:



Digital Risks Mitigated by Content 
Security Policy (CSP) 



Cross-Site Scripting (XSS) Attacks
Cross-Site Scripting (XSS) attacks are a type of injection 

attack where a cyber attacker injects malicious scripts into 

trusted websites. The attack occurs when the attacker 

uses a web application to send harmful script instructions 

from the browser side to the user.

a trusted source, allowing it to access any stored cookies 

or sensitive information that the browser retains and 

uses with the website. These scripts can also rewrite 



the web server, such as in an error message, search result, 

or any other response that includes some or all of the input 

attacks are delivered to victims through another means, such 

as an email or on other compromised websites. When the 

user clicks on the malicious links or browses the affected 

website, the injected script is transferred to the vulnerable 

from a “trusted” server, leading to a deceptive process.

XSS attacks can be categorized as follows:



Stored XSS Attacks: 
Stored XSS attacks involve permanently storing a script 

payload on targeted servers, such as in a database, visitor 

malicious script from the server when requesting the 



Blind XSS: 
Blind XSS is a form of persistent XSS attack that occurs 

when an attacker stores and retrieves malicious scripts 

from the server, such as in “data forms.” The attacker 

sends the malware, and as soon as the user opens the 



01

02

03

04

05

Complete account breach.

User redirection to another page or website.

Alteration of press releases or news about a company’s 
stock price, leading to a loss of consumer trust.

The damages caused by XSS 
attacks include:



involves collecting data packets transmitted over an 

unencrypted computer network. Cyber attackers monitor 

other attacks.

This attack falls under the category of espionage attacks 

and is particularly effective on unencrypted networks. 

This requires caution while using a public Wi-Fi network 

to encrypt connections and prevent users and their data 

from being tracked.



devices are connected to a single network 

and don’t need to announce themselves 
making it harder to detect.

This type of attack is used on larger 
networks. As more devices connect to 
a single network, a network switch is 

are more detectable because they need 
to announce themselves to initiate the 



When to Use Content Security 
Policy (CSP) Policies?

that handle sensitive data, such as administrative user 

interfaces, device management control units, or products 

that host user-generated documents, messages, or media 

or cookie-based sessions, it is not necessary to use CSP 

policies. Similarly, for large applications with a history of 

XSS attacks, CSP policies can provide an additional layer 

of security, but the primary focus should be on secure 

coding practices to protect against such cyber attacks.














































































