


 Intellectual Property rights

The National Cyber Security Agency  in the State of Qatar owns the work, and copyright, publishing, printing rights, and all other intellectual 
property rights are protected by The National Cyber Security Agency  in the State of Qatar.

As a result, the Agency retains all rights to these materials, and it is prohibited to republish, quote, copy, or transfer them in whole or 
in part in any form or by any means whether electronic or mechanical, including photographic reproduction, recording, or the use of any 
information storage and retrieval system, whether existing or invented in the future, unless the agency has given written permission.

Anyone who breaks this could face legal consequences.

December, 2023
Doha, Qatar

This content is produced by the team of
National Cybersecurity Excellence Management, National Cyber Security Agency.

For inquiries about the initiative or program, you can contact us through the following websites or phone numbers:

cyberexcellence@ncsa.gov.qa
https://www.ncsa.gov.qa/

00974 404 663 62
00974 404 663 78



Workshop Time Table

Allocated Time Content

5 minutesGeneral introduction

25 minutesThe theoretical aspect 

25 minutesEducational Videos

20 minutesShort break

25 minutesTraining games

15 minutes Dialogue and discussion with
students

5 minutesGraduation project

2 hours Total training time



Content of The Training Kit

Chapter One: The Concept of Cybersecurity and Digital Safety .......................................... 6

What is Cybersecurity?  ............................................................................................................................................. 7

Characteristics and Tasks of Cybersecurity ............................................................................................... 11

The difference between information security and cybersecurity ................................................... 16

Chapter Two: Risks associated with Cybersecurity..............................................................25

Cybercrime (Internet risks) ............................................................................................................................... 26

Dealing with online abuse through social media platforms (cyberbullying) ................................ 40

Chapter Three: How do I protect myself from Digital threats?...........................................41

Use passwords to protect data ....................................................................................................................... 42

E-mail protection  ................................................................................................................................................. 43

What should i do when I am exposed to Digital threats? ..................................................................... 49

Exercises and training.................................................................................................................50



Chapter One
 The Concept of

 Cybersecurity and
Digital Safety



What is cybersecurity ?



What is cybersecurity?

Cybersecurity is the protection of 
networks, information technology 
systems, operational technology 
systems, and their components, 
including devices, software, services 
offered, and the contained data, from 
any hacking, disruption, alteration, 
entry, utilization or exploitation.



The importance of 
cybersecurity

Cybersecurity is considered one of the 
most important branches of technology 
that aims to protect all critical information 
concerning individuals and both public and 
private entities from Cyber-attacks that 
ultimately violate the privacy of these 
entities or even individuals.
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Types of cybersecurity
There are several different types of cybersecurity, which are:

The first type The second type

The third type The fourth type

Network Security Cloud Security

application security operational security



Characteristics and tasks of cybersecurity 	 

Cyber-attacks often cause significant concern for many companies. 
So, cybersecurity tools are employed to maintain the confidentiality 
of all data. 

There are various types of protection, such as trademarks, trade 
secrets, copyright, and others.

 Protection of Intellectual Property

Data Protection01
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Characteristics and tasks of cybersecurity 	 

Many internet criminals (hackers) seek vulnerabilities to steal money 

from both small and large businesses. Updating software, utilizing 

strong passwords, and encrypting critical data.

Espionage increases the chances of personal data and credit card 

numbers being stolen due to online purchasing transactions. Without 

sufficient security measures, devices can be infiltrated and breached.

Protection against Espionage

Protection against Money Theft03
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Characteristics and tasks of cybersecurity 	 

Cybersecurity aids in building customers’ trust in institutions and companies 

they engage with by providing secure measures such as: detection systems 

and intrusion prevention systems, in addition to encryption systems, 

ensuring high protection of customers’ confidential data.

Cybersecurity aids in secure internet browsing and conducting work 

safely without fear of potential threats across networks.

Business protection

Enhanced Customer Trust05
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Characteristics and tasks of cybersecurity 	 

Cybersecurity helps protect all customer data from theft or manipulation, 

as any virus penetrating electronic devices.

Viruses breaching company-operated devices hinder employees 

from performing their tasks, sometimes leading to complete work 

stoppage.

Security Provision and 
Productivity Maintenance 

Protection of personal data07
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Characteristics and tasks of cybersecurity 	 

Companies and institutions owning websites rely on security programs 

to reinforce cybersecurity, preventing breaches or disruptions that might 

affect the functionality of the website In case of any virus entry.

Cybersecurity not only focuses on data maintenance but also aids 

in swiftly recovering stolen and leaked data.

Recover leaked data

Website protection09
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 The Difference between
 Information Security

and Cybersecurity



Information Security

It concerns the preservation of the 
confidentiality of information and data 
that internet users link to various social 
media platforms and online platforms 
from any attempt of hacking or electronic 
espionage.
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Operating system 
protection systems.

Entry and exit protection 
systems for applications.

Software and electronics 
protection systems.

Software and application 
protection systems.

What are the basic types of 
information security?
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Issues in encryption.

Relying on weak or 
undeveloped security 

program, especially when 
dealing with extensive data.

Data corruption, whether 
digital or non-digital.

Using low-security 
technologies and 

devices.

The Risks Addressed by Information Security



030201

060504

What are the Fundamental 
principles of information security?

Integrity.
Non-

repudiation 
and denial.

Confidentiality.

Information
Accessibility.

Safety or 
Integrity.Accountability.
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 Key Measures Employed by
Information Security Specialists

The ability to 
control access to 

data.

Legal 
responsibility.

Cultural 
awareness.Encryption.

Strengthening 
passwords.

Two-factor or multi-
factor authentication; 

such as linking the 
website to the phone.



 Similarities between cybersecurity
and information security

Cybersecurity concerns itself 
with securing everything in 
the cyber realm, including 
information security, while 
information security focuses 
on preserving information, 

even when it’s online.

Information security and 
cybersecurity share an 
interest in the security 
of electronic or cyber 

information.



What are the 
differences between 

cybersecurity and 
information security?



Cybersecurity Information Security

Information security safeguards all your 
data upon agreeing to the terms of using 
the electronic application.

Information security is susceptible to 
breaches when using surveillance, hacking, 
and virus systems.

Information security can alert you to an 
attempted online breach of any of your 
platforms or data you possess.

The role of information security ends if the 
user stops granting permission to use their 
provided information at the outset of using 
the application.

Information security can protect the images 
and data of publicly classified individuals on 
social networking platforms for the user.

The app prevents itself from spying on 
you, blackmailing you, and tracking you.

An electronic system that protects devices 
themselves and spy routers on the Internet 
from receiving any type of virus.

It can track the hacker, know his personal 
identity and collect information about him.

Cybersecurity can pinpoint the user›s 
location, activity, and interaction with the 
external environment.  By connecting to 
more than one digital platform.

It assists you in accessing all data and 
hobbies that legally or illegally access 
your information.



Chapter Two
 Risks associated with

Cybersecurity



	  Cybercrimes (Internet risks)



Cybercrime

Cybercrime is an advanced form of 
cross-border crime that occurs in the 
realm of cyberspace, Perpetrators 
and victims of cybercrimes can be 
spread across different regions, and 
the effects of the crime can extend 
across communities around the world. 



Types of cybercrimes

•	  Email and internet fraud.
•	 	Identity theft
 (stealing personal information and using it)

•	 Theft of financial data or card information.

•	 Stealing company data and selling it.

•	 Electronic blackmail
(demanding money to prevent
 attacks against individuals or institutions)



Ransomware attacks (a form of electronic blackmail).

Cryptojacking; (where hackers mine crypto 
currencies using resources they do not own).

Cyber espionage (where hackers accessing 
individual, governmental, or corporate data).

Interfering with systems in a way endangers the 
network.

Copyright infringement.

illegal gambling.

Selling illegal goods online.



Cybercrimes include two 
main activities:
•	 Criminal activity using computers to 

commit other crimes such as extortion 
(Blackmail).

•	 Criminal activity targeting computer 
devices using viruses and other forms 
of malware.



How hackers operate

Perpetrators of cybercrimes, known as 
“cybercriminals,” infect targeted computers 
with malware to damage or disrupt them. 
They may use this malware to delete or 
steal data.

Cybercrime perpetrators often engage 
in both activities simultaneously: they 
target computers with viruses first, and 
then use them to spread malware to other 
computers or across the network.



 Common mistakes made by internet users
3

Neglect to update their smart 
device systems .Whether laptops 
or phones, which expose them 
to dozens of vulnerabilities that 
hackers may exploit for data 
theft and device breaches.

2

failing to follow latest changes 
made by different websites to 

protect users.

1

Using the same password for all 
personal accounts.

6

 Sharing personal information.

5
Accepting friend requests from 
people you do not know and have 
no relationship with is risky. It 
grants them the authority to 
breach your privacy and access 
your personal information.

4

Clicking on any unknown link 
causes personal accounts to 

be hacked.



Dealing with a Personal 
Account Breach on Social 
Media:

If you suspect that your social media 
account password has been leaked, or that 
your account has been hacked; you must 
act quickly; hackers can prevent you from 
accessing your account and disturb your 
friends and family. Therefore, you must 
secure your account quickly or restore it 
before it is too late.



How do you know that your account has been 
breached?

If a hacker gains access to your account, they will leave a 
trace, and this can be known by:

•	 Click on the arrow in the top right corner.
•	 Selecting “Settings” from the menu.
•	  Go to (Security and Login).
•	 At the top, you will see a list of devices through which you 

were most recently logged in to your account, and when they 
were active.

•	 Click See More to open the list and review past sessions.



If you notice any suspicious activity in your login records, 
you should do the following:

Reporting the breach.

Damage control.

 Change the password.

Remove suspicious apps.

If you are currently unable to access your account; contact 
your friends on Facebook, through other social media 
platforms, via email, or ask a mutual friend to inform them 

through Facebook.
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Use strong 
passwords.

7
Refrain from 

providing personal 
information, unless 

you feel safe.

4
Ignore attachments 

in spam emails.

8
Pay attention to the 

URLs of websites 
you visit.

2
Use anti-virus 

software and keep it 
updated.

6
Contact companies 
directly regarding 

suspicious requests.

1
Keep software and 
operating system 

updated.

5
Avoid clicking on 

links in spam emails 
or on untrusted 

websites.

How do I protect myself from cybercrime?



Dealing with online abuse 
through social media 

platforms (Cyberbullying)



•	 Cyberbullying is bullying using digital technologies.

•	 It’s a repeated behavior aimed at intimidating, angering, 
or defaming the targeted individuals. 

•	 Spreading rumors or posting embarrassing pictures of someone 
on social media.

•	 Sending harmful or abusive messages, images, videos, or making 
threats through messaging platforms.

•	 Impersonating someone, and sending offensive messages to 
others in his name, or through fake accounts.

What is cyberbullying?

Examples of such cyberbullying include:



How can you tell the 
difference between joking 
and cyberbullying?

Friends often tease each other, but 
If the words upset you or you believe 
that the other person is mocking you 
instead of joking with you; then the 
joke has gone too far. And it becomes 
cyberbullying.
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If the cyberbullying occurs 
on social media, you should 
consider blocking the person 
engaging in cyberbullying 
and reporting their behavior 
to the relevant social media 

platform.

Gathering evidence 
like text messages or 

screenshots containing 
offensive content posted 
on social media against 
you, and reporting it can 

be helpful.

2
Think twice before posting 

or sharing anything online; 

it might remain on the 

internet forever, and could 

be used against you later. 

1
Talk to someone you 
trust, like a friend, 
family member, school 
counselor, or another 

trusted adult.

Learn about the privacy settings 
on your favorite social media 

apps

6
Do not give any personal details 
such as your address, phone 

number, or school name.

5

How to deal with cyberbullies
4



Chapter Three
How do I protect 

myself from digital 
threats?



Using a password to protect data

A strong password performs several functions:

Prevent 
anyone else 

from accessing 
your online 

accounts, such 
as social media 

pages.

Protect your 
emails, files 

and other data.

Keeping your 
personal data 

secure.
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How to create a strong password? 

A password should consist of a combination 
of letters, numbers, and symbols (regular 
ASCII characters only), and cannot include 
diacritics or formatted characters.



You must avoid the following things when 
choosing a password:

•	 Very weak, such as “password123”.

•	 Previously used for your account. 

•	 Starting or ending with a space.

•	 Easy to guess.

•	 Use one password for all your important online accounts.

•	 Reuse passwords on your important accounts.

•	 Less than 12 characters.



When creating a password you can use 
the following:

•	 Lyrics from a song or poem.

•	 A memorable quote from a movie or speech.

•	 A paragraph from a book.

•	 A sequence of words that are meaningful to you.

•	 An abbreviation: creating a password from the first 
letter of each word in a specific sentence.



Avoid choosing predictable or guessable passwords, such as:

•	 People who know you.

•	 Information available through your social media profile.

•	 Avoid using information that others may already know or can easily access, such as:

•	 Simple words, phrases and patterns such as:

Your pet’s name.Your surname or initials.

The name of the street where you live.Birthdays or important years for you.

Your phone number.Digits from your address.

 Keyboard patterns, like
”“qwerty” or “qazwsx

 Sequential letters
 or numbers such as

”“abcd” or “1234

 Obvious words and
”phrases, like “password



Email protection
 The most important steps that you must follow are:

•	 Choosing a strong password.

•	 Activating “Two-Factor Authentication

•	 	Regularly changing passwords

•	 Using a different password for each account.

•	 Updating installed software 

•	 Blocking spam emails with unknown content 

•	 Tracking anonymous emails.



2
Open the email 

message you want to 
track.

Click the More icon 
(  ) next to the word 

“Reply”, in the top-right 
corner of the message. 

1
Open your Gmail account, 

using any browser.

5
A new window will open containing the 
original message information; including: 
authentication results, sender’s IP address, 
creation date, and message identification 

number.

4
Select “show original” from the menu.

 To track emails in Gmail, follow these steps: 

3



To track emails in other mailing services by:
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In Yahoo: Click 
“More”, then se-
lect Show origi-

nal message.

In Apple Mail: 
Click View, 

then Message, 
and select All 

Addresses.

In Hotmail: 
Right-click the 

email, then 
select “View 

message 
source.”

In Outlook: click 
on “File,” then on 
“Characteristics.”



What should i do when I am exposed to Digital threats?

If you are exposed to cyber blackmail... you must do the following:

Avoid responding to or trying to persuade the blackmailed person or not to publish your personal 
information and images. Doing so may give the impression that you are vulnerable or responsive 
to their demands, leading them to increase their demands or verify the authenticity of the 
information.

•	 Store the content with which you have been blackmailed, without deleting the threatening 
messages; it is evidence that can be used to convict criminals.

•	 Stop the blackmailer from following your accounts on social media sites, and change your 
passwords immediately. It is preferable to use different passwords that include numbers, 
letters, and symbols for your various accounts.

•	 Tell a trusted person about what happened to you, such as your father, mother, or 
supervisor at school; to provide you with psychological support, it is also preferable to seek 
psychological support from specialists, therefore, that blackmail does not affect your mental 
and psychological health.

•	 Contact the National Security Agency or the Cybercrime Department in your country.



Exercises and training














































































