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Chapter One
 The concept of

phishing and its types



First
the concept of phishing :



the concept of phishing

Phishing means that digital attackers masquerade as 

a known entity such as Amazon or a reputable person 

and send an email or other form of communication. 

Attackers usually use phishing emails to distribute 

malicious links or attachments. Through which 

the attacker obtains sensitive data of interest to 

the victim, such as login credentials, bank account 

numbers, family or work personal information, and 

soon .



 The aim of phishing 

attacks is the following points:
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Push the user 
victim to log 
in to a fake 
website to 

complete the 
fraudulent 

attack plan.

Creating a
 gateway to carry

 out other 
operations 

to destroy the 
systems of 

targeted 
institutions.

Installing 
malware on 

targeted users’ 
devices.

Stealing 
information or 

money from 
targeted users.



Types of 
phishing



1- Spear phishing 
Spear phishing means targeting an individual within a specific 
institution to steal his login credentials; the cyber attacker collects 
personal information about the targeted individual before the fraud 
begins, such as his name, position, and contact details.

 Cyber attackers carry out spear phishing; For the purpose of identity 
theft, financial fraud, manipulation of stock prices, spaying, or theft 
of confidential data in order to resell it to those interested in it, 
often competitors.

Individuals targeted by this type of phishing include executive 
managers in organizations who may open unsafe email messages.  
Which allows criminals to penetrate the institution’s public system 

through the officials’ device.



2-  Vishing 
It is a type of phishing attack that is carried out via phone calls or 
voice mail, with the aim of obtaining the victims’ money or other 
personal information.

The reason behind the spread of these cyber attacks is what is known 
as “social engineering,” which is a modern technology that relies 
on natural human instincts such as trust or fear and other feelings 
that cyber attackers exploit to influence the victims to push them 
to make a specific decision that leads to achieving the attacker’s 
goal, like theft  money or sensitive information.

 The cyber attacker often pretends to be an individual the victim 
knows or an official in an institution with which the victim has dealt, 
such as the tax authority, insurance companies, or banks, to begin 
luring him to obtain important information from him to implement 
the rest of the fraud plan.  



3-  Email phishing

In this type of phishing operation, the cyber attacker 

relies on email to carry out his attack on the victim.  

It sends an e-mail message that appears to be 

from a trusted source.  With the aim of hacking the 

device to steal sensitive data, steal money, or steal 

identity and later exploit it in other crimes such as 

a ransomware attack.



 There are several signs to distinguish phishing emails:

Inconsistency in email 
addresses and links 

 Searching for 
inconsistencies in email 

addresses and links is one 
way to detect fraudulent 
messages. For example, 
the user must match the 

email address received from 
a large institution such as 
Google with the original 

address announced on its 
official website.

Grammatical and
 spelling mistakes

If the message claims to be 
from a well-known institution, 

such as Google, most major 
institutions have the feature 

of checking the spelling 
and grammar of their email 

messages, which distinguishes 
their messages from others.

Writing style

 The message carries the
 name of a person close to

 the victim; it is unlikely that
 it will be spoken in an official
 manner. Here, if the message
 is in this style, the possibility
of it being a fraudulent mes-

.sage increases
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Request to download 
programs and links

 If the email claims to be 
from a well-known authority 

and requests that certain 
programs or links be installed 

on devices, you must be 
alert.  Most likely they are 

fraudulent messages.

 Suspicious
attachments

 If you receive an email 
that includes attachments 

from unknown sources, 
you must be careful be-

fore clicking on them, and 
search for the source in 

search engines to confirm 
its existence. 

Insistence and arousing 
feelings of fear

Cyber attackers often resort 
to manipulating victims’ 

feelings by inciting fear and 
anxiety in them regarding 
their banking transactions 

or personal information and 
begin requesting sensitive 

data from them. 
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Targeting employees
 in institutions 

Employees in institutions may 
receive phishing emails 

with the aim of harming the 
institution or entering its 

system, manipulating, stealing 
customer data, exploiting it, 
or selling it to third parties.  

Therefore, employees must be 
made aware of the importance 

of cybersecurity, and avoid 
clicking on unknown links or 

responding to messages from 
unfamiliar authorities.

Fake web pages

The attacker may create 
a fake page and then 

direct a link from it to the 
victims in order to appear 
official and trustworthy, 

in order to push them 
to take an action, such 

as: visiting the page 
and registering on it, or 
clicking on its link to fall 

into the trap.

 Prizes massages

 In most fraudulent operations, 
the victim receives an email 

that prompts him to respond in 
order to receive large financial 
prizes or in-kind gifts, and has 

a specific time that he must 
follow, even though he has not 
participated in any competition 
before.  Which means that this 
type of message is fraudulent.



4- HTTPS Phishing 

An HTTPS phishing attack is carried out by sending 

an email to the target user containing a link to a fake 

website, with the aim of deceiving the victim into 

entering his or her private information. This type of 

fraudulent attack is described as low risk and high 

reward.



5- Phishing attack known as 
pharming

Pharming is a combination of the words 

“Phishing” and “farming”, and is an online fraud 

similar to phishing.  Where a fake website is 

designed and then targeted users are redirected 

to it to steal confidential information.  



6- Pop-up Phishing

It means that fraudulent messages appear to 

users while they are browsing the Internet.  

Attackers infect original websites with malware, 

causing these pop-up messages to appear when 

they are visited. 



Steps To avoid phishing attacks:
• It must be understood that the presence of an anti-virus software on 

your device means that fraudulent pop-up messages appear on some 
websites, and this does not mean that your computer is infected, but 
rather that the website you are visiting is infected with this malware.

• You should not give anyone remote access to your computer.

• If you doubt the reliability of the messages you see, you should contact 
the site owner or his support team directly .



7- Evil twin phishing 

It is a cyber attack that deceives the targets into 

connecting to a fake Wi-Fi network that resembles 

the original one. Upon connection, the attacker 

begins to hack the victims’ devices to steal all 

their data and files.



 The attacker uses several steps to carry out his cyber attack: 
• Choose a public place with free Wi-Fi, such as airports, public libraries, or cafes, to launch 

the attack.

• Setting up a Wi-Fi access point. The attacker creates a new access point using a friendly 

name to make it easier for users to believe the network and start using it.

• Creating a fake captive portal page, the attacker places a portal on a public Wi-Fi network 

that asks users for passwords or personal information to access the network.

• Approaching the victims, after the attacker has completed the previous steps, he begins 

directing his devices near the potential victims to create a stronger signal, and thus they 

choose the fake network to use, which leads to them falling into the trap.

• Monitoring and stealing user data. After the targeted user enters the network, the attacker 

begins monitoring what he does online and collects data from important numbers and 

information.



8-  Whaling
It is a phishing attack that targets senior executives 

in global institutions. It comes disguised as a familiar 

email message and is designed malware to motivate 

its victims to perform actions such as transferring 

money or sending personal data.

Financial institutions and payment services are the 

most targeted by this type of phishing attacks, as 

they contain personal information about the targeted 

institutions or influential individuals.  



 Aim of whaling
 attacks 31
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Requesting data 

related to institutions 

or individuals in order 

to launch further 

attacks, such as a 

ransomware attack.

Paying victims 

to click on links 

to websites 

containing 

malware.

Request to transfer 

funds to the cyber 

attacker’s bank 

account.



 The damage resulting from whale attacks:

01

02

Data loss

Damage to the reputation of 
institutions and individuals

Once you click on links or download email attachments, internal 
networks begin to become infected with malware that enables 
hackers to enter and steal whatever data they want.

Data loss may result in significant financial losses to institutions 
and individuals, as well as damage to their reputation before the 
official authorities in the country that has enacted data protection 
legislation.



10- Deceptive Phishing 9-  Clone Phishing 

 It means that a hacker makes an exact 

copy of a message that the target 

has already received.  It may include 

something like “Resend this,” with a 

malware link in the email.

Cyber attackers use deceptive technology 

to pretend that they are working with a 

real company, such as Apple, to inform 

targeted users that they are actually being 

subjected to a cyber attack, to get them 

to click on a specific link, but in reality it 

is harmful, which causes their computers 

to be infected.



Chapter Two
 How to carry out
phishing attacks



 Clicking on
 unknown or

 untrusted links
 by users

Users’ failure 
to update 

programs and 
applications 
makes them 
an opening 

for attackers 
to in hacking 

personal 
devices. 

Fraud by 
claiming 

to provide 
technical 
support.

 Sending fake
 text messages

 or emails
 containing
 links that
 contain

 malware
.programs

Using weak 
passwords or 
they can be 

guessed on the 
user’s devices 

and Wi-Fi 
network, 

 The loopholes that perpetrators of phishing attacks exploit.
There are several methods that cyber attackers exploit to penetrate their target 

users’ devices:



There are indicators that indicate the possibility of 
electronic devices being hacked:

• Receive email notifications about attempts to log in to your accounts even 

though you have not done so.

• The device is slow, its temperature increases, and there is a delay in executing 

the commands it receives from the user.

• The appearance of pop-up windows containing annoying messages claiming 

that your electronic device is infected with viruses.

• Opening browser windows, tabs and applications on the user’s device on 

their own.

• Receive a warning communication from the workplace about the data hacking.

• Unsuccessful login attempts to your accounts.

• Friends and co-workers receiving unusual messages from the target user.

• Receive spam messages in your inbox.

• Constantly redirecting the target user to unwanted websites while trying to 

browse the Internet .



2

4

6

1

3

5

The similarity of passwords for a 
number of online accounts

Use passwords that are easy to 
guess

Browsing on public Wi-Fi without taking 
the required security precautions, which 
makes them more vulnerable to hacking 
and falling victim to phishing attacks.

Not installing program updates 
automatically, which increases the 
chances of viruses hacking the system.

Not updating the browser and 
applications on the devices.

Sharing personal information on 
social media.

Mistakes committed by Internet users



8

10

12

7

9

11

Ignoring basic security features, 
including two-factor

Ignoring basic security features, 
including two-factor.

Shopping online from untrusted 
sites.

Do not take advantage of your 
privacy settings on social media.

Mistakes committed by Internet users

Being carried away by e-mails that contain 
surveys, gift opportunities, or competitions, 
without verifying their authenticity by 
searching on engines such as Google for 
the name of the company,

There are many tempting tests spread 
on social media - especially Facebook 
- once the user visits these pages, he 
becomes a prey to fraud and theft.



 Digital fingerprinting 
and phishing



Digital fingerprint (electronic) 
It is the way of the data that the user leaves when 

using the Internet, such as the signs he visits, email 

messages, shopping processes and intercourse (the 

dedications) ... and all the movements made by those 

who are used to express the accounts of those who are 

different, good or not.

Internet sites may contribute to forming the user’s digital 

fingerprint by installing “cookies” on his devices, and 

applications may also collect data about users without 

their knowledge if they allow them to access stored 

files, whether text, videos, images, etc.



Passive digital fingerprint The active digital fingerprint

means that the user intentionally publishes his 

information and data publicly, as happens on 

social media, or enters websites on the Internet 

through identifying data such as (username and 

password), or completes an online data form, 

as happens when subscribing to news services 

or jobs.  And others

means that  the information that is collected 

about users without their knowledge, such as 

Internet sites collecting information about the 

number of visits and pages visited, the number 

of views on a video, and IP addresses, as well 

as advertising agencies benefiting from the 

likes, shares, and comments made by the user.  

Spontaneously in order to direct contents that 

suit his interests later.  



2

4

6

1

3

5
Hackers can exploit the digital 
fingerprint in phishing operations 
or to create fake identities.

Words, images and videos shared 
can be misinterpreted.

It is permanent and it is difficult to 
control how others use it.

It determines the user’s digital 
reputation as well as offline.

Employers and universities can 
verify the digital fingerprints of 
potential employees and students

Harmful to social relationships 
between individuals.

Importance of the digital fingerprint 
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4
Social media.

2
Registration for 
newsletters on 

electronic websites.

3
Financial 

transactions over 
the Internet.

1
Online shopping.

7
 Subscription to different

.applications

5
Joining websites.

6
Subscribe to 
newsletters.
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4

6

1

3

5
Do not use public Wi-Fi 
networks. 

Verifying which websites are 
visited or whose links are 
received via email.

Verifying our digital fingerprint 
through search engines. 

Removing personal 
information from unimportant 
sites.

Controlling the amount of 
information that is shared via
social media and other websites.

Adjust your privacy settings.

 Protection of fingerprint



87

10

12

9

11

 Protection of fingerprint

If you are hacked, you must 
change the passwords for all 
accounts immediately. 

Set a password for the 
smartphone.

Deleting old accounts. 
Create strong and different 
passwords for accounts.

Do not log in to websites or 
applications using Facebook 
data.

Updating programs and 
applications.



Chapter Three
 How to act if exposed

to phishing



How to act if exposed to phishing

You should avoid clicking on links or attachments sent in emails 
from unknown or unexpected sources.

If he receives repeated notifications about an attempt to log in to 
the user’s accounts, he must change the password immediately 
in all accounts, provided that the word is strong and long. 

01

02



Signs that 
distinguish 

fraudulent e-mail 
messages are

31
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Many spelling 

and grammatical 

mistakes in mail 

messages.

The messages 

contain 

exaggerated 

kindness.

Messages invite the 

user to click on a 

link to update their 

account details.



How to protect yourself from phishing attacks?

Spam filtering process does not always help in getting rid of all 
fraudulent messages because attackers circumvented to access 

user. Protection methods include:
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Make an additional copy 
of the stored data, and 

place it somewhere other 
than the computer so that 

it can be restored if it is 
hacked (1).

Use two-factor 
authentication to 
provide additional 

security for accounts, 
whether by passwords, 
answering a question, 
or fingerprint and face.

Set a password for the 
smartphone, and set 
automatic software 

update on it.

Use security software 
to protect computers, 

while setting automatic 
updates for programs 
and applications to be 
able to confront cyber 

threats.



Protecting data from hacking

• Use anti-virus software, as it represents the first line of defence against 

fraudulent attacks.

• Activate two-factor authentication, as it is the best way to protect accounts 

from unauthorized access and data theft.

• Updating software and applications is necessary due to the introduction of 

permanent modifications to them by the technology companies that produce 

them to fill any security gaps that appear in them.

• A backup copy of the data must be placed in another place away from the 

personal device to protect it in the event that the device is hacked, lost, or 

damaged. 



• Education of cybersecurity principles. This step contributes to protecting 

individuals from falling into the trap of phishing and other cyberattacks whose 

primary goal is to cause harm to Internet users.

• Avoid using public (free) Wi-Fi as much as possible on your personal device.

• Check mailed links before clicking on them.

• Turn off Bluetooth on the personal device if it is not needed.

• Reducing the digital fingerprint and activating privacy settings for social 

media.



 The authorities I turn to when I am
exposed to phishing

If the user suspects that he has been exposed to a phishing 
attack, such as a fake email, then if he has dealings with the 
individuals or authorities listed in the messages, he must contact 
them personally via the approved numbers or official accounts.

If any attachment or link is opened in the fraudulent e-mail 
message, the user must contact the bank and stop his credit 
card if he suspects that it is at risk of being stolen.

01

02



 The authorities I turn to when I am
exposed to phishing

03

04

If  the user’s computer is hacked, he must act quickly and disconnect 
from his Wi-Fi network, while activating anti-virus software to 
search for malware and delete questionable applications.

In this case, the user should update its operating systems, 
reset all passwords, activate two-factor authentication, scan 
the device, and start the installation again.



 The authorities I turn to when I am
exposed to phishing

05

06

Warn friends, family members, co-workers, and schoolmates 
about the possibility of receiving fraudulent messages, this is 
to prevent them from being exposed to phishing attacks.

Perform an advanced offline scan using the security program built into 
the Windows system, by opening the user’s settings on the computer and 
moving to the security settings menu, then selecting “Virus and Threat 
Protection” to begin performing a comprehensive anti-virus scan and 
other malware on the device without the need to connect to the Internet.



 The authorities I turn to when I am
exposed to phishing

07

08

You can benefit from technical support services provided by 
technology companies such as Microsoft by calling the approved 
number or means of communication declared, and the same 
applies to other technology companies such as Mac and Apple.

Communicating with the authorities concerned with combating cybercrimes 
within the country when exposed to a type of phishing, as these authorities 
possess the devices and competencies that enable them to intervene and 
address the problem before it escalates, restore data, and arrest cyber 
hackers.



Exercises and training




























































































